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e Interrupt VS polling
e What is polling?
e Polling pseudo code
Polling= ©] &3t 7| 2 A #2
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* Vector interrupt VS polling
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* What is polling?
* step1) IR(Interrupt Request) 2! DONE #}-&

o step2) CPURIHHE A& FHo 23] @A A= 2 2 polling
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* Polling pseudo code
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71 E Z ¢ ox60, 0x64 port)

while(1)

{

(& 227)
break;

if(io1)
A 2] ok e

if(i02)
A 2] ok & da();
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e Keyboard Interrupt disable — ox64 polling — if OBF up, read ox60 —
oxD2 scancode — Interrupt gate firing — ox60 polling again..

Kernel Mode User Mode

Internet
Banking

Keyboard
Controller

Keyboard
Driver




* Keyboard Interrupt disable
e Keyboard Controller®] INT(Input Buffer Full Interrupt) flag= off!

Lsh Lk
AT-compatible mode: | -- | XLAT | PC | _EN OVE SYs | -- | IT
PEf2-compatible mode: | -- | HLAT | EMNZ | EMN | -- | 5¥5 | INT:Z

kecByte = 0x46; // disable KIE bit

while((READ_PORT_UCHAR((PUCHAR)ox64) & INPUT_BUFFER_FULL));
WRITE_PORT_UCHAR((PUCHAR)o0x64, 0x60); // Write KCCB

while((READ_PORT_UCHAR((PUCHAR)ox64) & NPUT_BUFFER_FULL));
WRITE_PORT_UCHAR((PUCHAR)ox60, kccByte);

e Keyboard Controllerol| 4| =,

« ox20 command — read the internal control byte

« 0x60 command — write new internal control byte

- (next byte sent to port ox60 is the new control byte)
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* 0x64 polling

Before you send any data to the keyboard controller (on either port) you must first
check that it is safe to send (ie: by continuously reading the status byte until bit 1 is
clear, up to 0xa0000 times). Before you read any data from port 0x60 you must first
check that data is available to be read (ie: by continuously reading the status byte until
bit 0 is set, up to 0xa0000 times). If you want to read mouse data, you must insure

that both bits 0 and 5 are set.




¢ if OBF up, read ox60
e ox60 port2] data’} mouse & “d-% MOBF & OBF up!
e 0x60 port2] data7} keyboard ¥ 73 -t OBF up!
e Thus, OBF7} upd ™ MOBF”} down©] ¥ keyboard data

for (count = 0; count < 0xA0000 && !KeReadStateEvent(kill); count++)

{

dummy = READ_PORT_UCHAR((PUCHAR)o0x64);

if ((dummy & BUFFER_FULL) == OUTPUT_BUFFER_FULL)

{
ret = READ_PORT_UCHAR((PUCHAR)ox60); // Read
break;

}

/1 delayT—-_z‘ S O]Tn_ polhng A EE7F Y5 whebA,

/] CPU(%F 99%) & 7 A el 2l= &A1 3 wjZo] th.

KeDelayExecutionThread(KernelMode FALSE, &delayTime);
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#define OUTPUT _BUFFEE_FUOLL 0Oxl
#define INPUT BUFFER_FULL 0OxZ
#define MOUSE OUTPUT _BUFFER_FULL 0x20

#define BUFFER_FULL [OUTPUT_BUFFEE_FULL |MOUSE _OUTPUT_EBEUFFER_FUILL)
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* oxD2 scancode
e Parameter written to input buffer as if received from keyboard.
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* Interrupt gate firing

e polling®|”| W=l 24 interrupt gate procedures 33 3l oF 3¢
e Keyboard®] Vector gk< &oldl 2 int oxg3(default WinXP) =323

Destination Code

L

47 IDTA 16 1§ ] 0T Segrment
IDT Base Address | IDT Limit |
0T Interupt THterTopT or Off e (;_\ - Intarrupt Proosdurs
Weotor Trap Gate __J o
F
—@_> Gate for Interrupt #n I
: :Ifn—'I:I*S

Segment Selector

Gate for Intarrupt #5

a2

Gate for Interrupt #4 GOT or LOT
2d

Baee Address
Gate for Intarrupt #32

1L

Sagment
Desoriptor

Gate for Intarrupt #2

L J

|

Gate for Interrupt #1

k J

]

static unsigned char engine[] = { oxCD, oxo0, 0xC3 }; // int xx, ret

engine[1] = (unsigned char)InpGetKeyboardInterruptVector();
((void (*)(void))engine)(); // <-- Execute _asm INT InpGetKeyboardInterruptVector();
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¢ Polling Disable A 7
e HOWTO? I don’t know..

* Garbage ©| &
o 2| Keyboard dataEs 33} ”7]
o &0 % A4 Keyboard datas -
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* My simple idea
o T3] Keyboard Controller?] INT flag= checking st %Y
o HIAE A3 “HAAF W21 JARGE A 2

o 18 AA] "7} 7104 (?) Keylogging©] Xﬂﬂi tE = A HE
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* Keyboard controller control byte checking
e if INT == off ? set to ON!




* (Question & Answer
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