Windows37 9l A 9] OpenSSLA X

(Visual Studio9lA] OpenSSL #ro]lH. 28] Al&3}7])

A Az FAY : 2007-06-21 < Ver 0.1 >
A FAAAR L AL olM|d F4 : EunSeok.Jeong@Gmail.com

= &Xl g2 Windows 2= M0WMH OpenSSLE HEH A XS] Visual StudioOfl
oteXl Z2HAFI| fot &HotASLICH §A| £l WEol
o Ct.

8 AM=EA HES 2WFAIZ HHEL

]
0

I
F0l et OpenSSLE &XIGH| fIoiAd=E sl 22 XSS 0lel EIstih
Windows System : Windows 2000 or Windows XP
olzd2 JI2&82z 010l 2= &#F0let 2Lt
2. OpenSSL : OpenSSL ( Version 0.9.8e )
: OpenSSL2 http://www.openssl.org/source/ OIRUA TH2EE 22 = UL
HAANENMS =& HEEZ openssl-0.9.8e.tar.gz0ICt.
3. Perl : ActivePerl ( Version 5.8.8.820 )
ActivePerl2 http://www.activestate.com/store/activeperl/download/ Ol 0l A
22t g2 £ UL HHAIENA =4 HE S ActivePerl-5.8.8.8200IC+. Ct2
EEE RoiMe oEn HEY FEQ st FEUEEg IS

PRODUCTS LANGUAGES OEM LICENSING ENTERPRISE SUPPORT EDUCATION SUPPORT COMPANY &[]

Home / Store / ActivePerl Free Download ACT

ActivePerl e

Thanks for using ActivePerl

To receive information on ActiveState's products and promations by email, enter MY
your contact details below. A
. Ret

Contact Details These fields are optional. Sig

First name ?

Last name

Email address E

Company

4. NASM : NASM ( Version 0.9.8¢e )
: Free Netwide Assembler NASME Otci Z2=20M s 22 5= UL
http://www.kernel.org/pub/software/devel/nasm/binaries/win32/
SHAENMN ZA HEES nasm-0.98.39-win32.zip OILCt.

O DH=&ol &Ha AlE(2007E 68 212)0l JtE zl4lel HEEE 01860 &XIGHA2
LI Major Version UpOl Otdl Ol EXIE0 2 X0IE 20IX= EE A2z H2A &L

?2 XS0l SHIZUCH XIS AIEoH 2 At



[ ActivePerle &X &E]

2 o2 HAXE AHGHAH =L Perl
Perl Interpreterdt Z2a6tJ| H&ZO0IC}.

X

Welcome to the ActivePerl 5.8.8 Build 820
Setup Wizard

The Setup Wizard will install ActivePer|
5.8.8 Build 820 on your computer. Click
Mext to continue or Cancel to exit the Setup

Wizard.
ActivePerl
ﬁl‘.‘llﬂS‘lﬂIB www ActiveState.com
Cancel
2) e RERASS XX LEEC JI2 B2= CWPerw2 T HJU=0 201 2

HBERAUCHHE BIROHE SZIXE D222 1Y 10 &XIo)IE =& Next +8.

=)
i ActivePerl 5.8.8 Build 820 Setup x|
Custom Setup
Select the way you want features to be installed. Mm'estﬂle

Click on the icons in the tree below to change the way features will be installed.

ActiveState ActivePerl is a
Perl quality-assured distribution of
EPM Perl and other value-additions...

Documentation This feature requires OKB on
Examples yvour hard drive. It has 4 of 4
subfeatures selected. The
subfeatures require 78MB an
vour hard drive.

Location: Ci%Perly, Browse |
Reset Disk Usage < Back I Mext = I Cancel |




3) Perl& Path &80 HE 2Dt D2l PerlltZ o EEHIHE, ».pllt Z2R)E S=
otME=EIE HEot= StHOICH OIeIIXIZ2 = O M3E JI=2t 22 1 Next 8.
x|
Choose Setup Options B
ActiveState

Choose optional setup actions.

v add Perl to the PATH environment variable

¥ Create Perl file extension association

I~ Create .pl seript mapping for Perl

[~ Create .plx script mapping for Perl IS4PT

I~ Create .plex script mapping for standard Perl script in PerlEx
I~ Create .aspl script mapping for embedded Perl scripts in PerlEx

I~ Create [I5 virtual directory for PerlEx examples

Cancel

4) Perle AXIJF M#ECH Generating HTML documentation SHOWA Al2H0l & 22 A
RQELI SKXotAI 0 J|Ctel At

i ActivePerl 5.8.8 Build 820 Setup x|

Installing ActivePerl 5.8.8 Build 520 AcliveState

Please wait while the Setup Wizard installs ActivePer| 5.8.8 Build 820.
This may take several minutes.

Status: Copying new files

= Back Hext =




) AX ZZ2. Otei 22 SHHO| E£H Perlo AXIJF &2 210|C. Release Notese= 2
1{0F St= 242 OtLICH 2012 HEd) et 28 a6t] Perlel &XIE 0F&IC

{i# ActivePerl 5.8.8 Build 820 Setup |
Completing the ActivePer| 5.8.8 Build 820
Setup Wizard

Serious ahout programming in Perl?

et ActivePerl Pro Studio! ActivePer] Pro Studio iz
everything a Perl programmer needs in one convenient
package, combining professional Perl tools: Komodo Pro
and Perl Dev Kit, with premium online access to Safari
Bookshelf,

-
Actlveperl Find out howy you can upgrade today:

hittp: thaesesye ActiveState comfbctivePerProStudio

|v Display the release notes

ActiveState  wwwsctvestate com

Cance|

6) Perl0l AIAEIC Path B0 S .
SIQICH Path BZH40 MY A0l C:WPerlWbinid 22 S0l =Jtel
o

ZHoICH =
Al C:WPerlWsiteWbin; It 22 UWEE FIOEAS =5 A=0 WX 0lA Path B2017]
W0l A9 ST &F221CH Bter 0ledst &0l FOtE Al Z/pACHH & =Ilof =&5 &t
Ct. OgX 22™ LI=0l OpenSSLE AXIg M MO MIIAH =CH
ANAE S8 HHE 2=l
bt | Zzf 0| syl DS | NAw =24 BE gH0E| 2 |
I [ES
N .__.—..m—. i 2
B O E(N) |Path
B2 2R |C P erlhin.CiWProgram FilesWavatdk’
=0l e |
||:|:._Elu| (=09 = | =L |
r AR BI(5)
FES [zt =
05 Windows_NT
Path C:WOpenSSL_InstaIIWnasm—D.QB.SQJC:W...J
PATHE=T JCOMERE BAT:, CMD; MBS VBE: JSS, .,
PROCESS0OR_ A, =86
PROCESS0R_ID,,, x86 Family 15 Model 4 Stepping 9, Genui,,, LI
woson | man | sEw |
o | oma | |
[ | -




[ NASM2| &X| nt&]

1) (& ZEe FO I 228 018= OpenSSLe AXIAIN =0 2 &2 0Ixle B2
== Hd=c2 e o)l fIHAOICH CtE OtAICIAILD A0l 2 d&= OlXle B2
0] HAlZE2Z2 HLEHUAS JR 20Ae gsa2 AN o2 m AC
OpenSSL SGAl 233t JIs2Z Qo H2 HaES RAGIERZ HM=Eelz dd 222 H
2ot =TstaE nst A 20, OG22t 282 NASME HES 420 2012 oY &
ZE ANMAHC Path StZBH0 SEStCt. 22012 32 OpenSSL X0 28t A=2
C:WOpenSSL_InstallOl gt 20l 20t=10 AXoIU2B = Otchet &2 B2E SZEoL
x|
Qb | EZE O] scdn D2 | MAY =) ms 2H0E| 2 |
21|
e —=
B2 0] Z2(N): [Fath
B 2 |COpens5L_instalfnasm-0,98, 3% C:#tPel
] e |
II:I:._EIul [ei=y == I = AL I
Al B H(E)
H = 2]
Path W Perlsitetbin:C W Perl W hin C W Pro,
PATHEXT LCOM; EXE: BAT:, CMD VBS: VBE: JS:, .,
PROCESSOR_A,.. xae
PROCESS0R_ID,,, =86 Family 15 Model 4 Stepping 9, Genui,,,
FROCESSORLE.. 15 =
MEesow | maEo | smw |
gol | 3z | |
.
[ OpenSSLe & X WA]
CIIJIDX 2HIS0l 2CHH OpenSSL EXIE Rst J|=2&80 232 x5 &0IC

1) 280 ZSZE &2 oftLt 9 2L

Microsoft Windows RP [Version 5.1.26881

C:WOpenSSL_InstallWopenssl-8.2.8e>
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C:W0penSSL_InstallWopenss1-B.9.8e>perl Configure UC-UWIN32

0x

ZOAM Gt

3) ?12 BHOUE 3 FL4HCZ M2l Ot O 20| L2 A0ICH

WWINDOWSWsystem32Wemd, exe -0 x|

=hn_asm.o

=des_enc.o fcrypt_b.o
=aes_core.o aes_chc.o
=hf_enc.o

=C_EBnc.o

=pcd_enc.o

=rchH_enc.o

RMD168_0BJ_ASM
PROCESSOR

RAMLIB =true
ARFLAGS =

PERL =perl
THIRTY_TWO_BIT mode
BN_LLONG mode
RC4_INDEX mode
RC4_CHUNK is undefined

Conf igured for UC-UIM32.

C:W0penSSL_InstallWopenss1-8.97 . 8e>

my



4) (Makefile M A) Ol TS

02
oy
2
1]
i
02
ro
Q

HHO : msWdo_nasm

C:WWINDOWSWsystem3Z2Wemd, exe
RC4_CHUNK is undefined

Conf igured for UC-UIM32.

C:WOpenSSL_InstallWopenss1-8.7.8e>nsWdo_nasm
Generating xB6 for NASM assember

Bignum

DES

Yerypt (33"

Blouwfish

C:W0penSSL_InstallWopenss1-8.9.8eperl utilWmkfiles.pl 1>MINFO

C:#OpenSSL_InstallWopenss1-8.9 . 8eperl util¥mkimf .pl nasm UC-WIN32 1>mslnt.mak

C:W0penSSL_InstallWopenss1-B8.9.8eperl util¥mkimf .pl d11 nasm UC-WIN32 1>msWntd
11.mak

5) (Building &) <2 &4 O X822 XMel=H Ot g 20l L A
4

OICt O™ Ol Chs g3

m <

e i
02 4

o oo
Ol

a

HHO : nmake —-f msWntdll.mak

WWINDOWSWsystem32Wemd, exe -0 x|

C:W0penSSL_InstallWopenss1-B8.9.8e’perl util¥mkdef .pl 32 ssleay 1>msWssleay32.dell
£

C:W0penSSL_InstallWopenss1-0.%.8e>nmake —f mstntdll.mak




sl HE01 & LQBEA A= 3We 2 20l
T ot=0l AIZH0I ME A0 286l 2P0l € WHHAl JICHel At

WINDOWSWsystem32Wemd. exe - nmake f ms 101l

Copying: ./cryptoso_dir.h to tmp32dllrso_dir.h l’

perl utilscopy.pl _Weryptolmd4iimd4_locl.h tmp32d11¥md4_locl.h
Copying: ./cryptosmdd/md4_locl.h to tmp32dll- md4_locl.h

perl utilscopy.pl _WeryptoltmdSimdS_locl.h tmp32d11¥md5_locl.h
Copying: .scryptomdS/md5_locl.h to tmp32dl11l-/md5_locl.h

perl utilscopy.pl .WeryptoWshalsha_locl.h tmp32d1l1l¥sha_locl.h
Copying: .~scryptosshassha_locl.h to tmp32dllrsszha_locl.h

perl utilrscopy.pl _WeryptoWripemdbhrmd_locl.h tmp32d11t¥rmd_locl.h
Copying: ./cryptosripend-srmd_locl.h to tmp32dll- rmd_locl.h

perl utilscopy.pl _Heryptotripemdithrmdconst.h tmp32dlltrmdconst. h
Copying: . /cryptosripemdsrmdconst.h to tmp32dll- ermdconst.h

perl utilscopy.pl .WeryptoWdesWdes_locl.h tmp32dll¥des_locl.h
Copying: ./cryptosdessdes_locl.h to tmp32dll-sdes_locl.h

perl utilscopy.pl .HeryptoWdesthrpe_des.h tmp32d11l¥epc_des.h
Copying: .-scryptosdes/rpc_des.h to tmp32dll-/rpc_des.h

perl utilscopy.pl _WeryptoWdesWspr.h tmp32dl11¥spr.h
Copying: ./cryptosdessspr.h to tmp32dll-/spr.h

perl utilscopy.pl _WeryptoWdestides ver.h tmp32dll¥des_ver.h
Copying: .-/cryptosdes/des_ver.h to tmp32dll./des_ver.h

perl utilscopy.pl .Weryptobhrc2ihrc2_locl.h tmp32d1lthc2_locl.h
Copying: .scryptorsrc2/rc2_locl.h to tmp32dll-src2_locl.h

perl utilscopy.pl _Weryptobrcdircd_locl.h tmp32d11¥hrc4_locl.h
Copying: ./cryptosrcd/rcd_locl.h to tmpd2dll-rc4_locl.h

perl utilscopy.pl _Heryptolideatidea_lcl.h tmp32dllftidea_lcl.h

7) B

=
= o
O] ddER=Xl =eletlt. dd&H= It

WINDOWSWsystem32Wemd, exe

C:WOpenSSL_InstallWopenss1-8.9.8e>
C:WOpenSSL_InstallWopenssl-8.2.8e>

C:#OpenSSL_InstallWopenss1-8.9.8e>
C:W0penSSL_Installbopenss1-8.9 . 8e>dir out32d11%+.d1]1 out32d11%=.1ib

=

1 HE 2

2987-06—88 86 : 82 1.877.248 libeay32.dll
2087-86-088 ‘1 A6:83 200,784 ssleay32.dll

CoWOpenSSL_InstallWopenss1-8.9 .8ettout32dll El L
20070668 664,738 libeay32.1lib
20078668 52,282 ssleay32.lib
i 1,994,892 HIO|E
15,883 ,.421,696 Hf

C:#OpenSSL_InstallWopenss1-8.9.8e>




8) (Test WA) 4o m
out32dli0lctes 2Hote =z
=S BHCH,

Of MJUCHH OIM HAEE di=lh. 2= & CHEe| e
o 3

ZHCH el 1 ol O 8380 E 2ol HIAEES

HHO . .WmsWitest

OIIA JIolior & X2 & outd2dll CIFERl ol SOHIIA HIAE &S A HoioF &t
Ct= ZOICH OEX &1 J& &5 & C&ES O HHiAM BSE0HE ot Ot &

Bl A= A8XE it UHH HAEIN MAEX =0

WWINDOWSWsystem32¥Wemd. exe ) ]

C:WOpenSSL_InstallWopenss1-8.9.8e>
WopenSSL_Installlopenss1-8.97 . 8e>
C:W0penSSL_InstallWopenss1-8.9.8e>cd out32d11

C:0penSSL_Installfopenss1-8.9 8ethout32dll> . _Wmsltest
rza_test
#1 vi.5 encryptionsdecryption ok
encryption/decryption ok
#1 vi.5 encryptionsdecryption ok
encryption/decryption ok
#1 vl.5 encryptionsdecryption ok
encryptions/decryption ok
#1 vi.5 encryptionsdecryption ok
encryption/decryption ok
#1 vi.5 encryptionsdecryption ok
encryptionsdecryption ok
#1i vi.5 encryptionsdecryption ok
encryption/decryption ok

checm
ech

ede ech
che

desx chc
ede chc

rsa_test
‘rsa_tes

C:W0penSSL_InstallWopenss1-8.9
C:WOpenSSL_InstallWopenssl-8.2.8e>
H =s1-8.9

.Be’

C:#OpenSSL_InstallWopen .Be>_




10) 2 A0 FAECZ AXLHJACH HAE WS HZ2HSZ 0FXID passed all
testsctl= 270 = =
2A0ICH =otettH ™

WWINDOWSWsystem32¥Wemd. exe

NONE
client authentication
depth=1 ~C=Al/0=Dodgy Brothers /CH=Dodgy CA
depth=8 ~C=AlU/0=Dodgy Brothers-CN=Brother 1/CN=Brother 2
TLSvl, cipher TLSvl.88Lv3 DHE-RSA-AES256-8HA. 512 bit REA
1 handshakes of 256 bytes done
test sslv2rs/sslevd with both client and server authentication via BIOQ pair
Available compression methods:

NONE
client authentication
server authentication
depth=1 ~C=Al0=Dodgy Brothers CN=Dodgy CA
depth=8 ~C=Al-0=Dodgy Brothers/CHN=Brother 1/CHN=Brother 2
depth=1 ~C=Al/0=Dodgy Brothers /CH=Dodgy CA
depth=8 ~C=Al/0=Dodgy Brothers- CN=Brother 1/CN=Brother 2
TLSvl, cipher TLSvlr38Lw3 DHE-RSA-AES256-5HA. 512 bit RSA
1 handshakes of 256 bytes done
passed all tests

C:40penSSL_InstallWopenss1-8.9.8eflout32d1l>

[ Visual Studio®lAd OpenSSL AIE31D]| ]

1) OlHl OpenSSL2 O EXIZIAI| HE0 Visual StudioGlA AF=ZotD|8H 6+81 =L
4 OpenSSLE &XIGIE R(=, OpenSSLE A=EWH =UE R)o AHIIYESS Visual

Studio2l include CIZEZE| OtHl =Atol E=Ct.

openssl=0.9.8eWincludeW O[2t0l 2™ opensslOlet= ClIEES|IJF A0 1O ol B¢ =
aoHel ol IS0l E=MetC 0l openssl CIHECIE SMZE S ACHH
FilesWMicrosoft Visual StudiowVC98WInclude 0l 20l €0 &Ct OlX =S =&ot  FH
o CId&Ee #42 s &0

“IKIFEmSIA s 5 | o L M
(I I_'. C##Pragram Files®Microsoft Wisual StudioWWC98includeopenssl
= x | [[®]aes.h |#] avp.h
B3 Microsoft Platform SDK far Windows Sea| #] 2snt.h |#] hrnac.h
B Microsoft Reference [#] asni_mac.h  |#]ideah
E-{3) Microsaft Visual Studio Eif a?””-h |#] krb5_asn.h
203 Common @bm.hl |#] kssl.h
=) MSDNgE @blow’flsh.h glhash.h
=) YBaa @bn.h gmdz.h
: ..._' YOO ] buffer.h |#] mdd.h
|®] casth |#] md5,h
|#] comp.h |#] obj_mac,h
|#] conf.h |#] objects, h
|#] conf_api.h |#] ocsp.h
@] crypto.h |#] openssicon
|®] des.h |#] opensslv.h
=] des_old.h |#] ossl_typ.h
@] dh.h |#] pemn2.h

lﬂdsa.h gpem.h



2) Visual StudioES &850 Win32 Console Application@2 M ZZHEEZE 5L
empty project& A LCh.
Mew 2=

Files  Projects | Warkspaces | OtherD |

.21 ATL COM AppWizard Project name:
¢|Cluster Resource Type Wizard IOpenSSL_Test
7] Custom AppWizard
[ZDatabase Project

2 DevStudio Add-in Wizard Lagatlon:
B SAPI Extension Wizard |D:NMy Documents#CPPHOpenS J
r-1Makefile
= MFC ActiveX ControlWizard
3| MFC AppWizard [dIl)
EAMFC AppWizard [exe] @ Create new workspace
T{ Utility Project € Add to current workspace

2|Win32 Application

Win32 Console Application
=] Win32 Dynamic-Link Library | =l
%] Win32 Static Library

| Dependency: of:

Platforms:
(¥IWin32

0K I Cancel

3) sl 22 AA DEE S,
I
#include <stdio.h>

#include <openssl/ssl.h>

#include <openssl/rand.h>

void main()
{
inti=0;
int iSize = 64;

unsigned char* uBuff = NULL;

uBuff = (unsigned char*)malloc(sizeof(unsigned char) * iSize);
RAND_screen();

RAND_bytes(uBuff, iSize);

printf("Rand() is...Wn");

for (i = 0; i < iSize; i++)

{
printf("%dwn", (int)uBufflil);

delete uBuff;
}
I

[m]
-

r

min



4) Ctr+F5E sd2Y ZMI2 =0 ZIHX LinkZ& oot s XS &olg = U
Ct. 022 OpenSSL ct0lEdielE HEGHAl 20tA & Zd0IC

"3 ClassView =] Fisiew I!VAVlew HEI- H 18 OpenSSL Test cps |
Bl Configuration: DpenSSL_Test - Win32 Debug———--—-—-———-—————-————
4 Compiling...

OpensSSL_Test.cpp

Linking...

OpenSSL_Test.obj : error LNK2081: unresolued external symbol _RAND_bytes

OpenSSL_Test.obj : error LNK2081: unresolved external symbol _RAND_screen

Debug/0penSSL_Test.exe : fatal error LHK1128: 2 unresolved externals

Error executing link.exe.

<[>T Build £ Debug » Findin Fles T_» Findin Files 25 Results 7 Tl |
5) Ot OpenSSL AAIO0l AE AZ0 JtAM out32diietol EH
libeay32.lib, ssleay32.lib, libeay32.dll, ssleay32.dll 0| ML S0l U=0 SZF XL b=
2 d& col=dal, digRie sH 202220t HAEE <6HH  libeay32.lib,
ssleay32.lib Ol & W&ES =AGtH OpenSSL_Testetl) BFSRAE Visual Studio Z2HE

(5]

CIEEe ot €0 € =C1.

=

B BO 1910 2% a1
Open5sL_Test
X

=

Debug

|#] OpenSEL_Test,cpp
& OpenSSL_Test dsp
[l OpenSEL_Test dsw

el

et0ll libeay32.lib ssleay32.libE FIIZ

Project Settings

Win32 Debug
OpenSSL_Test

Settings For:
-

Visual Studio OI=0IM Project —> Settings
OIE:!OH

General | Debug | CiC++ Link | Resources | El; EE

—> Link —> Object/library modules
Ct.

21x|

Category: IGeneraI

Output file name:

j Reset |

IDehug."OpenSSLﬁTesl.exe

Objectflibrary modules:

quid.lih odbc32.1ib odbcep32.lib libeay32.lib ssleay32.lib

¥ Generate debug info

¥ Link incrementally

" Ignore all default libraries

[~ Generate mapfile




mn

= = €10 UAl Ctr+F58 =24 0l 810 & =+
= As #og | Olleot SO Z2RE | E2[eH0ll Debug CIE&E
E SMZ XN=2=F UAl MEoi=2C HAES 249 LHEE2 OpenSSL ct0IEHEE
o4
et =

oo o

g

|
Random NumberE =28t 210ICt OfcH DS XE HEs =SS0l SHEUSHE 3

IR 2= 80l 2HE0l MALUCHH OpenSSLE dEH2=Z & Xlot] Visual
StudioOlAl OIE AtE&ots JtE JI=2XHQ SENA el JAYLICH FotgL i~ »" Ol

Aoz 2 L2 0lARES 45l URUAH 210 OpenSSLetOlEeelE &&d XIIHe=2
olole AOIWA? =29 grtet HES Rl €% g2 01Xz €= WS ot
SUCH 8 olgt~ "/

N N aaaas

A Hx FAY : 2007-06-21 < Ver 0.1 >
o I S S R olW|d F4 : EunSeok.Jeong@Gmail.com
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